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Acceptable Use POLICY 
This Policy is intended for anyone who uses the school’s technology and IT systems 

including but not limited to all staff, governors, parents and visitors. 

This policy covers use of all digital technologies in school, including: email, Internet, 

intranet, network resources, learning platform, software, communication tools, social 

networking tools, school website, equipment and systems.   

   

Naima JPS regularly reviews and updates all Acceptable Use Agreements and Policies 
to ensure that they are consistent with the school Online Safety Policy.   
   

These rules will help to keep everyone safe and to be fair to others. School systems 

and users are protected and monitored by security and filtering services to provide 

safe access to digital technologies.   

   

• I will only use the school’s digital technology resources and systems for professional 

purposes or for uses deemed ‘reasonable’ by the Head and Governing Body.    

• I will not reveal my password(s) to anyone.   

• I will follow ‘good practice’ advice in the creation and use of my password and 

change my passwords regularly. If my password is compromised, I will ensure I 

change it. I will not use anyone else’s password if they reveal it to me and will 

advise them to change it.   

• I will not allow unauthorised individuals to access email, Internet, network or other 

school systems I have access to.   

• I will ensure all documents, data, etc. are printed, saved, accessed and deleted / 

shredded in accordance with the school’s network and data security protocols.   

• I will not engage in any online activity that may compromise my professional 

responsibilities.   

• I will only use the approved email system(s) for any school business.  This is 

currently Microsoft Exchange.   

• I will only use the approved Microsoft Exchange email system with parents and only 

communicate with them on appropriate school business.   

• I will not support or promote extremist organisations, messages or individuals.   

• I will not give a voice or opportunity to extremist visitors with extremist views.   

• I will not browse, download or send material that is considered offensive or of an 

extremist nature by the school.    

• I will report any accidental access to, or receipt of inappropriate materials, or 

filtering breach or equipment failure to the Designated Safeguarding Lead, Gemma 

Babani, or in her absence to the Deputy Designated Safeguarding Leads, Dani Karr 

and Corinne Nejad. 

• I will check copyright and not publish or distribute any work including images, music 

and videos, that is protected by copyright without seeking the author’s permission.    

• I will not connect any device (including USB flash drive), to the network that does 

not have up-to-date anti-virus software, and I will keep any ‘loaned’ equipment up to 

date, using the school’s recommended anti-virus and other ICT ‘defence’ systems.    



 

 

 

 

 

 

 

 

• I will not use personal digital cameras or camera phones or digital devices for taking, 

editing and transferring images or videos of pupils or staff and will not store any 

such images or videos at home or on any personal devices 

• I will follow the school’s Online Safety policy on use of mobile phones / devices at 

school and will keep my phone / device switched off or on 'silent' during school 

hours.    

• I will only use school approved equipment for any storage, editing or transfer of 

digital images / videos and ensure I only save photographs and videos of children 

and staff on the school's 'Public' drive.   

• I understand that the school mobile phone should be used on school trips for 

contact with parents and no personal mobile phone should be used unless in an 

emergency and 141 should be used to anonymise my personal phone number. 

• I will only I take or publish images of staff and students with their permission and in 

accordance with the school’s policy on the use of digital / video images. Images 

published on the school website, online learning environment etc. will not identify 

students without permission or other personal information.    

• I will use the school’s Microsoft Office 365 (including One Drive) and Google online 

cloud storage service in accordance with school protocols.   

• I will ensure that any private social networking sites / blogs, etc. that I create or 

actively contribute to are not confused with my professional role. 

• I will not post on personal online social media accounts about Naima JPS so as not 

to compromise my professional role. If staff have ‘teacher’ or ‘professional’ accounts 

on social media, staff should inform the Senior Leadership Team.    

• I agree and accept that any computer or laptop loaned to me by the school, is 

provided solely to support my professional responsibilities and that I will notify the 

school of any “significant personal use” as defined by HM Revenue & Customs.   

• I will only access school resources remotely (such as from home) using the school's 

approved Office 365 SharePoint or One Drive applications and follow e-security 

protocols to interact with them.   

• I understand that data protection policy requires that any information seen by me 

with regard to staff or pupil information, held within the school’s information 

management system, will be kept private and confidential, EXCEPT when it is 

deemed necessary that I am required by law to disclose such information to an 

appropriate authority.   

• I will alert the Designated Safeguarding Lead, or in their absence the Deputy 

Designated Safeguarding Leads, if I feel the behaviour of any child may be a cause 

for concern 

• I understand it is my duty to support a whole-school safeguarding approach and will 

report any behaviour of other staff or pupils, which I believe may be inappropriate or 

concerning in any way to the Designated Safeguarding Lead, or in their absence, the 

Deputy Designated Safeguarding Leads.  

• I understand that all Internet and network traffic/usage can be logged and this 

information can be made available to the Headmaster, the Security Team, the 

Designated Safeguarding Lead or in their absence the Deputy Designated 

Safeguarding Leads on their request.     



 

 

 

 

 

 

 

 

• I will support the school in ensuring smartwatches are not being worn by the 

children and alert the child’s class teacher if I encounter any child wearing a 

smartwatch. 

• If there is an issue with the devices I am using, I will turn the device off and on 

again before contacting the IT Technician, via email, and copying in the Head of 

Computing and Digital Learning, into all correspondence.   

• I will ensure every effort is made to troubleshoot issues with a device I am using, 

such as rebooting, checking connections and switching the device off and on again, 

before contacting the IT Technician for support.  

• I will seek support in the proficient use of IT systems, applications and devices, from 

the Senior Management Team, should I need to.  

• I understand that the IT Technician's role is to provide timely reactive and proactive 

IT support, ensuring systems work properly. This does not include performing tasks 

on a device in place of the user.  

• Staff that have a teaching role only: I will embed the school’s Online Safety Policy 

and counter extremism curriculum into my teaching.   

• Please note that members of staff should not communicate via email, especially with 

parents, during Shabbat.    

• I understand that the school can and will monitor my use of the IT systems, data, 

email and other digital communications to ensure policy compliance. 

• I will always use Artificial Intelligence (AI) tools safely and responsibly.  

• I understand that if I breach any part of this policy then disciplinary action may be 

taken.  

 

Device Loan Agreement 

Maintenance and Care of Devices 

• Staff issued with a loaned device, such as a laptop or iPad, are expected to exercise the 
same care in respect of the security and upkeep of the device as if it were the employee’s 
own property.  

• Malfunctions or any other technical problems (either hardware or software related) 
should be reported immediately to the school’s IT technician 
(ITsupport@naimajps.co.uk), so that steps can be taken to have the problem rectified as 
quickly as possible.  Under no circumstances is the employee to organise repairs to the 
device before reporting the problem. 

• Lending the device to any third party is strictly prohibited. Use of an organisation-owned 
device by the user’s friends and/or family is also strictly prohibited. 

• Careless loss, damage or misuse of the device, its case or any other associated 
peripherals may result in disciplinary action and, in cases of serious misconduct, may 
result in the employee’s dismissal. 

• Users must always keep the device away from food and drink. 
• The device’s screens are particularly sensitive to damage from excessive pressure on the 

screen.  Users must avoid placing too much pressure and/or weight (such as folders and 
workbooks) on the screen to refrain from any unnecessary damage.  

• The device must not be subjected to extreme heat or cold.  

mailto:ITsupport@naimajps.co.uk


 

 

 

 

 

 

 

 

• Users must return the device to the correct tray in the device charging trolley when 
required for application synching and connect it to an available USB port. 

• Users must keep the device clean and in good working order. 
 
Security and Privacy 

• It is a user’s responsibility to keep their device safe and secure. When devices such as 
iPads are left unattended, they must be locked in a secure cupboard in your 
classroom/school.  

• It is a user’s responsibility to ensure that their allocated device is securely locked away at 
night, whether at work or at home. Similar care must be taken when leaving the iPad in a 
meeting room, any off-site venue and whilst travelling.   

• iPads must not be left unattended or on view in motor vehicles at any time. 
• If the device is lost, stolen or damaged, the IT Technician, Head of Computing and 

Learning, and Headmaster, must be notified immediately.  If necessary, the device will be 
remotely locked and/or wiped. The school is not responsible for the loss of any personal 
files that may be deleted remotely from a device.  

• The use of ‘Jailbreaking’ is strictly prohibited (‘Jailbreaking’ is the process which removes 
any limitations placed on the iPad by Apple, resulting in a less secure device). 

• Users are required to set up a pin or pass code/password lock to keep the device 
protected.  This code is strictly confidential and must not be divulged to staff or pupils.   

• If you have enabled the facility on your device to receive and send school emails, you 
must ensure your device has a pass code/password lock in place. 

• Along with the Acceptable Use Policy, staff must always adhere to the Data Protection 
Policy, in accordance with the Data Protection Act (2018), The Computer Misuse Act 
(1990) and the school’s health and safety policy when using any device in school.  

• To prevent access to confidential information, staff devices should never be used by 
pupils. 

• Users may not use private emails to send content that, if intercepted, would place the 
school in violation of laws or regulations. 

• Staff may not use the internet to view illegal or inappropriate material that would place 
the member of staff or school at legal risk. 

 
Applications 
• Selected applications installed on staff devices must align with educational purposes.  

Purchase and installation of such apps must be made through the Head of Computing 
and Digital Learning and Bursar.   

• Individual members of staff are also allowed to purchase appropriate apps for 
themselves, using their own Apple ID, if they are in keeping with the school's Acceptable 
Use Policy. The cost of such apps will not be reimbursed.  

• Apps which would benefit other members of staff can be requested via email to the 
Associate Head, who will be responsible for the app budget.   

• Staff should be aware that the school, via its multi device management system (MDM), 
can see what apps are installed on each iPad. 

• Updates to applications can be carried out by the IT Technician, when required.  
• Memory space is limited, and academic content takes precedence over personal files and 

apps.   



 

 

 

 

 

 

 

 

• If you require an app on a staff or pupil iPad, a written request (e.g. by email) must be 
made to the IT Technician with 48-hour notice.  

 
Social Media 
• For the purposes of this policy, social media includes (but is not limited to) internet 

forums, blogs, wikis, podcasts, video and photograph sites and apps (Instagram, TikTok 
etc.), Facebook and X. Staff should follow these guidelines in relation to any social media 
applications that they use, both in work and in their personal lives.    

• Users should not access social media applications from a school device when working in 
school unless it is for educational purposes and is previously agreed and sanctioned by 
the Headmaster. 

• Users should understand that anything they write (regardless of privacy settings) could 
be made public by other users. Staff should ensure they remain professional and ensure 
a clear distinction between professional and personal lives. 

 
Use of Digital and Video Images 
• Staff using iPads must be aware of the risks associated with sharing images and videos 

on the internet. 
• Users must make good judgment when using the iPad camera. The user agrees that the 

camera will not be used to take inappropriate, illicit or sexually explicit photographs or 
videos, nor will it be used to embarrass anyone in any way.   

• Staff must not take, use, share, publish or distribute images of others without their 
permission. 

• Posting of images/movie on the Internet into a public forum is strictly forbidden, without 
the express permission of the Headmaster. 

• Inappropriate media may not be used as a screensaver or background photo.  
• Deletion of photos and videos may happen periodically by the Head of Computing and 

Learning, and the IT Technician, if a device’s memory is full. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

ACCEPTABLE USE POLICY: Agreement Form 

This agreement is intended for all staff, volunteers and governors     

User Signature   

   

By signing this, I am stating that I have read and understood the policy and will abide by 
the points set out above.    

   

I understand that I have a responsibility for my own and others’ e-safeguarding and I 
undertake steps to be a ‘safe and responsible digital technologies user’.   

   

I understand that it is my responsibility to ensure that I remain up-to-date and read and 
understand the school’s most recent Online Safety and Safeguarding & Child Protection 
Policies.    
I understand that failure to comply with this agreement could lead to disciplinary action.    

 

Staff are to please use this link to sign the agreement: 

https://www.naimajps.org.uk/Staff-IT-Acceptable-Use-Agreement/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.naimajps.org.uk/Staff-IT-Acceptable-Use-Agreement/


 

 

 

 

 

 

 

 

KS2 ONLINE ACCEPTABLE USE AGREEMENT 

This agreement will help keep me safe and help me to be fair to others. 

 

 I am an online digital learner – I use the school’s IT for schoolwork, homework 

and other activities approved by trusted adults. 

 I am a secure online learner - I keep my logins and passwords secret.   

 I am careful online - I think before I click on links and only download when I 

know it is safe or has been agreed by trusted adults.   

 I am guarded online - I only give out my full home address, phone number or 

other personal information that could be used to identify me or my family and 

friends when my trusted adults have agreed.    

 I am cautious online - I know that some websites and social networks have age 

restrictions and I respect this and I only visit internet sites that I know my trusted 

adults have agreed to. I agree not to use Artificial Intelligence (AI) tools to 

complete my homework. 

 I am considerate online - I do not get involved with bullying or sharing 

inappropriate material.     

 I am respectful online – I do not respond to unkind or hurtful 

messages/comments and tell my trusted adults if I receive these.   

 I am responsible online – I keep others safe by talking to my trusted adults if a 

friend or person I know is being bullied or harassed online or is being affected by 

things they see or hear online. I ask permission before sharing data files or taking 

or sharing photographs/videos of others.  

 I am a creative digital learner online - I only edit or delete my own digital work 

and only use other people’s work with their permission or where the work is shared 

through a Creative Commons licence.   

 I am a researcher online - I use safer search tools approved by my trusted 

adults and know to ‘double check’ all information I find online.   

 I communicate and collaborate online - with people I know and have met in 

real life or that a trusted adult has approved.    

 I am SMART online - I understand that unless I have met people in real life, an 

online person is actually a stranger. I may sometimes want to meet these strangers 

so I will always ask my trusted adults for advice.    

 I am respectful of all devices which connect to the internet. I do not wear a 

smartwatch to school. I look after handheld devices with care. I will return any 

devices that are not in the correct location.  I do not use a mobile phone in school.  

 

 

 

 

 

I have read and understood this agreement.   

 



 

 

 

 

 

 

 

 

I know who my trusted adults are and agree to the KS2 Online Acceptable 

Use Agreement.  

 

Full Name  

Signature  

Date  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

KS1 ONLINE ACCEPTABLE USE AGREEMENT 

 

 

 



 

 

 

 

 

 

 

 

PARENTS ACCEPTABLE USE AGREEMENT (one per family)   

This agreement is intended for parents of pupils at Naima JPS.  

  

Naima JPS regularly reviews and updates all Acceptable Use documents to ensure that they 
are consistent with the school Safeguarding & Child Protection Policies. We attempt to 
ensure that all children have good access to digital technologies to support their teaching 
and learning and we expect all our children to agree to be responsible users to help keep 
everyone safe and to be fair to others.    
   
Internet and IT: As the parent or legal guardian of the pupil(s) named below, I grant 
permission for the school to give my daughter(s) / son(s) access to:   
   

 the Internet at school   
 the school iPads   
 IT facilities, applications and equipment at school   

   
I accept that ultimately, Naima JPS cannot be held responsible for the nature and content of 
materials accessed through the Internet and mobile technologies, but I understand that the 
school takes every reasonable precaution to keep pupils safe and to prevent them from 
accessing inappropriate materials through filtering and monitoring of the internet and school 
devices.  
   
Use of Digital Images, Photography and Video: I understand the school has a clear 
Image Use Policy and I support this. I understand that the school will use photographs or 
videos of my child or include them in material to support learning activities with my 
permission, including on the school website or on the school’s social media channels. I 
accept that the school may (where permission has been granted) use photographs / video 
that includes my child in publicity that reasonably promotes the work of the school, and for 
no other purpose. I also understand that I am not to post images or video footage, which 
features other children, other than my own, on social media. I accept that images and video 
of my child(ren) may be used as part of the assessment for and evidencing of learning (e.g. 
Tapestry app). 
   
Social Media: I understand that the school has a clear Social Media Policy and I support 
this. I will not take and then share online, photographs, videos etc., of other children (or 
staff) at school events, without permission from the child(rens)’s parent(s) or the member of 
staff. I understand that the school takes any inappropriate behaviour seriously and will 
respond to observed or reported inappropriate or unsafe behaviour. I will support the school 
by promoting safe and responsible use of the Internet, online services and digital technology 
at home. I will inform the school if I have any concerns. I will also not post any comments 
on social media, which could be damaging to the school’s reputation and will contact the 
school directly with any concerns I may have.    
   
Smartwatches and Mobile phones: I understand that my child(ren) is/are not to wear a 
smartwatch to school, nor are they allowed to bring a mobile phone to school. I will ensure 
that this rule is respected to safeguard my child(ren) and all children at Naima JPS.    



 

 

 

 

 

 

 

 

 
Artificial Intelligence (AI): I understand that the use of AI tools is not age appropriate. 
Therefore, the use of AI tools to complete homework or assessments is strictly prohibited. 
The use of AI tools to aid classwork is at the discretion of the school and class/subject 
teacher. 
 
Safe and Legal Use of Devices and the Internet: At Naima Jewish Preparatory School, 
we expect parents to take responsibility for their child’s use of IT and electronic devices, 
including mobile phones, when pupils are in their care. The school cannot be responsible for 
a pupil's online behaviour outside of school hours. However, the School reserves the right to 
investigate and intervene in matters that affect the wellbeing of those within the school 
community.  
 
Such matters will be handled in accordance with the School’s Behaviour, Safeguarding and 
Child Protection Policies. 
 
The school educates pupils about online safety through our Computing and Personal, Social, 
Health and Economic Education (PSHEE) curriculums. We also provide guidance and advice 
for parents via termly online safety newsletters and the school’s website. Additionally, 
workshops on internet safety are organised by the Head of Computing and Digital Learning.  
 
Where appropriate, the school will inform parents of any reported incidents of inappropriate 
online behaviour involving their child. 
 
As a parent at Naima Jewish Preparatory School: 
 
• I will not attempt to bypass content filters or other security measures installed on the 

school’s IT systems. 
• I will not create, access, or share content that is illegal, deceptive, or inappropriate 

(including material that is obscene, promotes violence, discrimination, extremism, or 
raises safeguarding concerns). 

• I will not use the internet to distribute malicious software, interfere with, gain 
unauthorised access to computer systems, or engage in illegal activities. 

• I will not attempt to access confidential information or a staff member’s computer 
without proper authorisation. 

• I understand that the school takes reasonable precautions to prevent pupils from 
accessing inappropriate material while under the school’s care. However, I acknowledge 
that the school is not responsible for the content accessed via the internet and is not 
liable for any damages resulting from internet use. 

• I will report any accidental access to inappropriate material or breaches of the school’s 
filtering system to the Senior Management Team without delay. 

• I will ensure that my child(ren) does/do not have access to Artificial Intelligence (AI) 
tools and will not use these when completing homework or assignments unless 
permission has been given by the school or class/subject teacher.  

 
This agreement ensures a safe and responsible digital environment for all members of our 
school community. 



 

 

 

 

 

 

 

 

 
Parents are to please use this link to sign the agreement: 
https://www.naimajps.org.uk/Parent-IT-Acceptable-Use/ 

 
 
 

https://www.naimajps.org.uk/Parent-IT-Acceptable-Use/
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